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Data Preservation and Recovery

Executive Summary

The rapid growth of artificial intelligence, cloud computing, and digital
transformation has significantly increased the volume and criticality of
organizational data. At the same time, cyber threats, ransomware
attacks, infrastructure failures, and geopolitical risks continue to
challenge traditional approaches to data protection and disaster
recovery.

While significant attention has been given to the concept of space-based
data centers as a future computing platform, their practical value may lie
elsewhere. Rather than serving as primary production infrastructure,
orbital data centers may provide a highly resilient archival layer designed
to preserve critical information against terrestrial events.

This white paper examines the role of orbital data centers within modern
cyber-resilience strategies, evaluates their alignment with Recovery Time
Objectives (RTO) and Recovery Point Objectives (RPO), and proposes a
multi-tier resilience architecture that incorporates orbital storage as a
long-term preservation platform.

1. Introduction

Organizations increasingly depend on digital information as a strategic
asset. Financial systems, healthcare records, government databases,
industrial control systems, and intellectual property repositories require
continuous protection and availability.

Traditional backup and disaster recovery strategies have evolved
significantly over the past decade. However, emerging threats such as:

o Ransomware attacks
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e Supply chain compromises

e Large-scale infrastructure failures
e Natural disasters

e Geopolitical conflicts

have highlighted the limitations of relying solely on geographically
distributed terrestrial infrastructure.

The concept of orbital data centers introduces a new paradigm for cyber
resilience by providing physical separation from terrestrial systems while
potentially enabling long-term preservation of critical information.

2. Understanding Modern Cyber Resilience
Cyber resilience extends beyond traditional cybersecurity.

The objective is not only to prevent attacks but also to ensure that
organizations can:

o Continue operations during disruption
e Recover critical services rapidly

e Preserve essential data assets

e Maintain business continuity

Modern cyber resilience programs are typically measured through two
key metrics.

Recovery Time Objective (RTO)

The maximum acceptable time required to restore systems after an
outage.

Examples:

System Type Typical RTO

Trading Platforms | Minutes
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ERP Systems

Hours

Archive Systems

Days

Recovery Point Objective (RPO)

The maximum acceptable amount of data loss.

Examples:

System Type

Typical RPO

Financial Transactions | Minutes

Business Applications

Hours

Historical Archives

Days

Organizations architect backup and recovery environments to satisfy

these requirements.

3. Current Disaster Recovery Architecture

Most enterprises deploy multiple layers of protection.

Layer 1: Production Systems

Active workloads supporting business operations.

Layer 2: Local Backup Infrastructure

Provides rapid recovery for operational incidents.

Layer 3: Regional Disaster Recovery Sites

Protects against facility-level failures.

Layer 4: Cloud-Based Backup and Archive Storage

Provides geographic diversity and scalab
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While these approaches effectively address most operational risks, they
remain dependent upon terrestrial infrastructure.

4. The Orbital Data Center Concept

Orbital data centers refer to computing and storage platforms deployed in
Earth's orbit.

Potential advantages include:
e Continuous solar energy availability
e« Physical separation from terrestrial disasters
e Global accessibility
¢ Long-term archival potential

The concept has gained attention as Al workloads increase demand for
computing capacity and energy resources.

However, several practical limitations currently restrict their use as
primary production environments.

5. Challenges of Orbital Data Centers for Active Workloads
5.1 Network Latency
Interactive applications require low-latency communication.
Examples include:

¢ Alinference systems

o Database transactions

e Financial trading systems

e Real-time collaboration platforms
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Routing requests through orbital infrastructure introduces
communication delays that may be unacceptable for many business-
critical workloads.

5.2 Bandwidth Constraints
Modern Al platforms process petabytes of information.

Transferring such volumes between Earth and orbit remains costly and
technically complex.

5.3 Maintenance Complexity

Unlike terrestrial facilities, hardware replacement and maintenance
operations require specialized infrastructure and significant operational
investment.

5.4 Recovery Speed
Most organizations prioritize rapid restoration of services.

Orbital storage is unlikely to meet aggressive RTO requirements
associated with mission-critical applications.

6. Orbital Data Centers as a Resilience Archive Layer

A more practical application may be the use of orbital infrastructure as a
highly isolated preservation environment.

In this model, orbital storage functions as a final protection layer rather
than an operational recovery platform.

Proposed Resilience Architecture

Rgglonal Cloud-Based Orbltal'
Disaster Preservation

Recovery Sites Archive Storage Archive

Production Local Recovery
Systems Copies
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This architecture aligns orbital storage with long-term preservation
objectives rather than operational recovery objectives.

7. Strategic Benefits
Extreme Physical Isolation

Orbital archives provide a level of physical separation unattainable
through traditional backup strategies.

They are inherently protected from:

Regional disasters

Grid failures

Data center outages

Certain geopolitical disruptions
Long-Term Preservation
Orbital storage may be appropriate for preserving:
e National archives
e Scientific research data
e Space exploration records
e Historical information
e Financial transaction records
e Critical government datasets
Enhanced Cyber Resilience

By maintaining highly isolated copies of critical information,
organizations can reduce the risk of complete data loss during extreme
events.

8. The Importance of Recovery Validation
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Cyber resilience is not achieved through backup storage alone.

Organizations must continuously validate:

e Dataintegrity

e Recovery procedures

e Recoveryinfrastructure

e Recovery automation

e Recovery testing exercises

A backup that cannot be restored does not contribute to resilience.

Therefore, orbital archive strategies must incorporate routine verification

and retrieval testing.

9. Comparison with Underwater Data Centers

While orbital data centers focus on resilience and preservation,

underwater data centers primarily address efficiency and sustainability

challenges.

Characteristic

Orbital Data Center

Underwater Data
Center

Primary Purpose

Long-Term
Preservation

Operational Computing

Latency Higher Low
Cooling Efficiency High High
Maintenance Very High Moderate
Complexity

Production Suitability Limited High
Disaster Isolation Exceptional Moderate

These technologies should be viewed as complementary rather than

competing approaches.

White Paper 2026




10. Future Outlook

As launch costs decline and space infrastructure matures, orbital storage
may become a viable component of enterprise resilience architectures.

Potential early adopters include:
¢ (Government agencies
e National archives
¢ Defense organizations
e Scientific institutions
e Financial Regulators
e Globalresearch consortiums

The evolution of cyber resilience will likely involve multiple protection
layers spanning terrestrial, underwater, cloud-based, and orbital
infrastructure.

Conclusion

The future of cyber resilience extends beyond traditional backup and
disaster recovery strategies. While orbital data centers may not become
the primary platform for serving enterprise applications due to latency,
bandwidth, and maintenance constraints, they offer compelling potential
as a long-term archival and preservation layer.

Organizations focused on achieving aggressive RTO and RPO objectives
will continue to rely on terrestrial and cloud-based recovery platforms.
However, for the preservation of humanity's most critical information
assets, orbital storage may represent the next evolution of cyber-resilient
architecture.

Rather than replacing existing disaster recovery solutions, orbital data
centers could serve as the ultimate layer of protection—an isolated
archive designed to preserve critical data against even the most extreme
terrestrial events.




